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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an encryption 
processor and encryption processing system capable of 
efficiently storing and outputting data to a storage device 
by encrypting only received data whose encryption is 
necessary. 

SOLUTION: An NIC 10 judges whether or not data 
received from a host device B should be encrypted, and 
when it is judged that the encryption of the data is 
necessary from the judged result, the data are 
encrypted. 
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^mflB-r - £ £ft7ET 4fcto©fl7tff b^K£:ft« L , i2 
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ote«ec»Ettag««: * 3&s»ff o fe* * r* 4 
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**BW<b0t:E1lO 1 ^rt&x. 4 a— if ^±fB 

EttfiBCC-f-^aTcffl© IC*- K*»ATT4Ci«c 
<fc o r _tEr- ^ ^ffi7t:{b It ffi^T 4gtfB«:oi>-CHi 
S3tirt»4. 0^0, i:asa>JR«r«. ±EEtt»B 

r^fi i/ /dtof- ^ Hg-^H bT 4 (D r * 4 , 
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{bsn4^«5^a>4. ^/cigcc, tMf-zcomjtit 



(3) 



S CC ±E -f - £ & BStf. Lrm*r*C<2:%pIffiCCTSBf 
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^bTSsMBMIIKttO. KCC^SScH»^b%l»±r* 

luEEttJB3?PJSU*Stcj:or, SJEEtBSS 30 
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-*cc»LrR^b«Rr4ftft*f*ttT*^«in* 

R^m^lL,, iEBWfbififflSRtt. ±E*frCDWfcCC 
Sl>r, ±E^^CcWUrB|^b^*3^S^«:*!l»f 
tSfcftOWRifStWl, ±ER5*0Br*RK: 

cfc o r BS^b^ii»<b3pJ(R S tifcW^cciEf 5 - 

^b^ssgfPjjrBg^fb-r ^>ci zwmt r zm^itm 

ffl^x^AiLritjSSftrc^o *^w^ccDd:^cc 
«teE3*irir>4©r, Bg#fbtesiKRcoss*a»T^R 
w. ±e*^ hRBfl(r#fli3nfciii#fbccB'r&*fi= 

r, SMo/c^-^o^rBg^b^SiB^en^f 1 
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[0010] 
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®s^s -r s ^ y > ^ a ^ -io^i^h * 

Tirr? n-^i*- h, B3llB2©7f'7^S 2 Ocoit 
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^A©«ii8«jiSK:oi>r»WTa. 
BM-^HiSBtt. ±K^y>*A©#&ciB£3ttTJs 
ffiswtom<, *«9§©ie#{fcffiss6a*SE io 

***** F9-^*- K 1 0 (feTF, r n I C 1 0 J i 
«PT^>o ) i. N I C 1 0*e^ff Ufc7"-**fciB*a 

2 o (wt, r i cu2 o j <tftrrs. ) £, N I C 1 

o T&motcr- $ <D§m*>y* y > £ Aoftff^n 20 

ACDJSBB^&Sti*HDD3 0 (Ett^lWBtt) *R 
AM4 0 (EttHflfete) i. N I C 1 03gU< & I CU 

t cc j: o r UJ^-r ^is«fl5^sp 7 0 ©sirs-*?? 5 :/ y > 

^?n> ha-^a.^y h60 mT, rpcu6 0 j t 

VKf&o ) <t, 31— tf^^y>3?ACC*fLTfilfP f 

fSO-WTfcS. ±BBBBtWK^WS9«te<!:«, HDD 

3 0. RAM4 0tt£CDEtl^B#. tO «fc 5 CC LT 7= 
-**'Et*T*©^. SE^te, EtSL/cf"~#CC*tl,T 

K^iBttj&swsu^iao— mv*>z>. ±Eas~Mt«tt£ 40 
^aTcft^so— «-r**„ g/t, ±a!cc4dc^r, ±e 

3o<D#|Ste:N I C 1 0fc<fc^TA«Sft4fe©<fcl/fc 
fe^^A/N I C 1 0 tCRg^$ tlT^ii^tl^ 4>(D"C 
&<. IfcttUr^y >£AftS|»C#i£0T4>&t>o 
[0014] ^CC, 02*ffll^r, fff^b^S^S^rtS 
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KT^^rtt, i^cNICl 0 36S«BW©«HH*tf 5 
fc<D£LT»Bjrr*#, [Hj^cD^m^Wx.^ I CU2 0 

rEP^!Jtti^^n^-r-^^S:ff*r^ (S 1 0) . 

-/s i o<Dmmicm>x, n i c i ott^y >*a<de 

HOES (HDD30, RAM40) ©EtSfl^O^lJglJ* 
(S2 0)„ C<Z>*r?:7*S 2 

[0015] sfc-r, v y's 2 oco<gia*i?f*>ti-5Wr 

©K« i &EUMGS*. Ett^aasoKa^- * 
U2 oteKSSft-cfcD, »«io n pf s -^<bEtisa©7 r 

K^^CDtifRctteS^T, N I C 1 0^L< tt 
I CU2 0*s±E*JS8«:tf ^fcOi-TSo («T"C»± 

asoiiD n i c i o #«srr s *> (D <l -r * . ) str. ± 

A*i^«-r &EtS*IB (HDD 3 0, RAM40)Of 

-*Ett*«©«^^oc»r«K*tf 9 (S2i). 

y'VlsZA<D'%M&mWi$titcm'&lc t Elf^ 
I©f- *EtWH«C!)f*- ^^Jfe-r SjSpS^WKS 

^ A ^<ST iEflOSBOf 5 - ^ Offi??tt^ffil* i#WJ 

(S2 5) , — m&ute^tmmztitcm&te 

WXf^ , S22^Tt^,o <XCC, ±f BX y- y y 
S2 1 <!:«, tMm&f-ZtrsUXF^J^t 

ccS c » r , y'v a WMffi-r z> BttttK^ y'v a 

mrzfr&frwmmztiz (S22) „ ccoabtt, » 
aox-^oesfftt^is^iwgijsn (S2 5) , - 

3^^ff-r^> 0 HtC, ±!aX7*7^S2 1, 2 208 

y > ^ a tfiMM-r 2>Rn»m& ^y>^A^6K0^s 

(S2 3) o c<onmx, ^tsn-ztmrnztitcm 

<Bi^«aBsn (S2 5) , ai»Lttt>i*«r3 
n/ctt^ttx-^cDff.sttj&sm^^jKs^s (S2 

4) d C<D£*>ICLX, Ett^aoEtBJfJ^-r-^CD 

4> <DX$> S^gjfcrtqaigiJ $ n -5 e 
[0016] ±E^ r ^ 7*S20 <3DR*(lgiJ*S»CcSt* 

r, n i c i ottiE^-^tcstLrBf^t^^^s 

^©♦iJK^tf^ (S3 0) o o^D. JJE^r^S3 
OTtftotiSlfiatt. i:E^f"^^S2 0tc4JC*T 1 E 
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tcm&itt, $ test LTBg mwT^szmt ^ *> msafl 

tit, r-^tc*tbT0f^b^^i^JK 

^HDD3 0X«RAM4 0tcSB«3tlS (S8 0) . 
tt, ®S#X7^:7*S4 0^?rf 

[0017] c ct, 1^2 t?rvr ho^f 

7 7*S40 w$<dwlW tcffciL-o x . * * h $is b rff to 

MJS^tfXhKKBtcA^Sti* (S2 1 0) . 

mcct-^t r^-^r**^ hSBBB-cnt^trs^j . 

K. WSK»<07^y*<tr^J ^«MWb«:KT4* 

BItk) ©MM-Bc, GUI (Graphical Us 
er Interface) rr^>^-i;^> K»5JK 

*x bmwBvv%^t-?z>ft : £fr(Dmm*Tz> ( s 2 2 

0) o Xf^'S2 2 0O*(IIRTHg^fc-rS<b*lJWfSti 
tcm&te, JJBf*-**** h^gBfflijTBf-^bU 

/cf-^Mt (S230) o fit, ^XF^SB^ 

iEBf^bstifc^-^i^y^^Accaift-r* (S2 

6 0 ) . — _biBX<7>:7*S 2 2 Or, 5r-££*X 

FajBBriB^ffcL/ttiiiWiRsnfcai^tt. tim&x 

-f-y^S2 4 0tC^fr*. *^F8fBtt, .bIBXir 

7 7*S2 1 Or^-lfCCioTA^Sn/cEPJSiIfgTnO* 
tc , ±lBEPJWt Hto S*tt**A# 3 tit t > 5 *>5*>**PJ 
BrT £ ( S 2 4 0 ) . COXr ? ?*S 2 4 0 T, ±IBEP 

mtc us *> & £#¥&aji znx^ztmmzti tcm^c . 

tWt (S2 5 0) o tit, *X h«EBBJbB3BW 
^ftStUfc^-^Sr^y^^ACCiUfS-ri (S2 6 
0) d — Xf^S240t, ±iBBf#ffctCR|"r4 

It^x h^BffliJTfsJ4>^Jjox.-rcc^»;>^AtciH 

{l"f £ (S 2 6 0) o CCDJr^tC, *X hKaBcfcO 7* 

»;>^A&ciMff 3ti£7 r -£tc&i. Atcteci-c 

r-^^Bf^{bT^^S^^JK^^^«KSS£^ 
fcJBWtf^-^tcftfllStiS. ±9BJB«W|0cB 
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t>t, yy >^A^«rrf r -^^Bg^bT5^5^o 

[0 0 1 8 ] 02<DX7^ 7'S4 0tC*5l>t, NIC1 

0 » , gfiO/c^r- # CDJB 8§#K tC V *f b 3 tl X I * 5 4> 
<Da>5*>**(»rL (S4 0) , Hf-^ftStirt^ i«K 
lfc«^tt. ±ifix-#£HDD3 0XteRAM4 0tt 
SBtS-TS ( S 8 0 ) o — -ft. ifBXr •^7 , S40 T, ± 

1 Br - * *snf^b s nt <, > & \,*m& t mm 3 titcms 
», ^s5o^tm. a/c ±iBxf- 

10 ^S40 K*W & # ^Bg#jb3 nt H £ rt>5;fa© 

x^zfr&frzmmrzc txajmttzz. 

[00 1 9] ^f^S50m NIC106C<fcoT 
S^r, sS? : -^©*SK* s *»jgij$n4 (S50), c 

©xf"; ys 5 o -ctf ton z>mm<D&mzm a icmt £ 

Stctt*. itB^-^tcWLT^-^O^SSig 

&&%m«i?2> ( S 5 1 ) . ±IBX^ v ^S5 1t, ± 
20 IBr- £&c_hfB? 5 ^ft3<irjQ:l*<!:*iJ»r3nfc*|^ 

L r felt to% l> i C » 5 SScD*^Jg L-3Wtet» t> <0 
(mUgfi) £^JK3n^> (S5 5) „ ±IBXr 
^S5 1t, ±fB7 7 ^ft§ ntl^ ilfJKSn/c 

*B^tt, aa^x^v^s 5 2tc^f it, mmyy^ 

^#3*lTl^3Sp535P3WI»f3nS (S5 2) B ±IBX 
f^S52T, ±IBf r --^CC±fB«M^^^M^3n 
ri^cCl*£*iJBr3nytt|^tt t SSK*s(SC*<!:*iJBi3 4i 

( S 5 5 ) , — *±fB«M7 ^ ^^ibx- *tcft3 tl 
30 Tli4*|^tt, ifB^-^^SS^m^^JKStlS 

(S54) e ccoi^tc^JBr^&Sti&CtT?. r-^ 

»^tc, R^-irttfiSHC^Hfi^t^JgOStia. cc 

-c. ftvm2*m^xmv}?z> 0 

[0 0 2 0 ] ±iaxf 5 ocefctt^^-^oas 

a (sssns^ ( s 5 4 ) , iggffi^ ( s 5 5 > ) m 
^mmtfcm^x, nici o«±gB^-^tc*furBg-^ 

<b*iS«*5*>©*IIR*tf 5 (S6 0) . _tfB 
X-f fT'S 6 0Xift>tlZ>!®mte> ±IBXf-^^S5 0 

40 TSSJg^go t mm 3 ti/c f 8 - £ test or &2Hg-sHb<D 
1 > t flgij § n/c f - % tcSft 1/ r U Bff#< b (D£«3&i h 

&t$m?Z>b<DX&2> 0 tit, ilBr-^tC^tOT 
«#<bWii&R<b43J»r3ti/c*B^«, tm&X?* y v'S 
8 0^fTltf-^^HDD3 03lt3:RAM4 0CCIB 
testis (S8 0) o — 75f. iiB^-^tcStlTTBg^fc 
*^S<t*J»f3tiA:i8^tt, ffll«f ^*S7 0^ 
?f lT:Di#<fc3&siSStiS (S 7 0 ) . tit, Xx^ 7* 
S 7 0 tBg^b 3 tltc^mt?- ^%HDD30X«R 
50 AM4 0&C!BttT£ (S8 0) . :/»J > * A&cte^t, 
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[ o o 2 1 1 ±a5<D«ia-ciif#{fcsti^:«tcgatt 

(HDD 3 0, RAM4 0) CCKtft3*lfc^~#* 

TtcSftWTS. NIClOtt, jl— *f&C<fco-C»^W5 
0 &C a^tS^A* $ ftfcrfPSfr SrWWrT 4 ( S 9 10 

( S 1 0 0 ) . */c. ±IBXf* ? :7*S 9 0 CCb^T. _L 
|fim^Jg^<DA^^^f : -^(D^^ , 7- F-f I D£A 

[0 0 2 2 ] 

»s»6ny^fr*ftflrr4*>5^*«sors*aa (s 

5 0 a) tff-^rfeac^ &*>^A,C<DJt^4>, *Xh 

S2 i o-c^-ifcci^TA^stiri^fra. 
i o tt. 9 s -***. ^fe^^n/c^frcD i 

r^a:/«ffcj *A«TS^S^<D«»r*?f 5 (S5 1 
a) 0 Xf ^*S5 1 a-C, 5 s -*** £ 

*«r-&i*JKsnfc»^tt. ±iaf s -** J ±iai&#£ 

*«-rSfe©r*S<!:*J8(|-r2> (S5 4a) . — * 30 

-rs. ccr, jjEr^a^««j t«. £tt 

«fl«JtC. ffttt%fe^/cA«^{±*±0«ffi^flWJP"r2><!: 
[0 0 2 3]^^, ^f^'S 5 2 atB, 

**, f^en/cMoi^t?*^ rBf^ftojg^j 

ft^flrrS^^OflK^ttStlS (S5 2a) . c<o 

K) . Wc? #ifi±Xi? s -&1cM$tiX\i* 
IB* f77'S52a T'«SU l/cg^, ±jE|il8ilCia 2 

«5 2at, ilBx-^ilB rBf-^{k<DJi^J 50 
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ftiU&lit)©iW]3n5 (S55a) . — ±IB 
±«^t*«l/tt^t>©i*B<3ti* (S5 
±fB7 r -*3^±SB^ft=«:^:«0fe^ti#«. ±i£r~* 

^c*f l x at#f b*s^«e« <t flW ^ ft, JW ax - * # 
±ia*fr**«r*»^tt. ±Ef-*(c»i/twifc 
*y»**9lKS*i* (S6 0) . fciKo«ifflB±ia^ifi 

5 0 a i Ltf-^^f fe^^n/c^^IIt^^ 
§*>%*JB«^£**S*»t ^T^Cir, Xr^'S6 
0 r?f 5 «»?CD¥ii®TS«^:S^€> C £ #nJte £ ft £ 0 
[0 0 2 4] 

satftsattctatt vtcmc, Wcf- * zvsmtust 
rn^mc^x, ±isr : - *tc*fLTBf#{b^£*^s 

- * *nf b-r 4 c i t'th ^itmmmm t u 

f s -*©**Ht-*fb-r*c<kK:J:o'C. fie3fecctb^"C35ft 

m&< gatestfBtciE^- **iai*Lra^-r ^ c 

[0 02 5 ] *^Hjcc*JC>T , WBBB5*iJWr#ia:». 89 

saEttMBaaBto&aswMT ^> ftufeoBtweawo* 
gofijgij i§m icm^x , ±ia - * » o r v§m t& >& 

-^fb*r s^b^m< o . Mct^B&Bf^{b*Kit"e* 
-s». Hjiatam^scwsiJ^stc^or, friatatt^ 
H«*it^ffffiTStRiHcctei>-cfeiBttu , riiSH9ia7 :r 

- * srwiasd ©BotwcflBf r z> tmw\ 3 n/cJi^ 
cc, MKiuias^JfR^iattBuga^- *cc*f u-cBt -^{b 

laiattKK^tt^sitccii^/ci LTfetuia^-^coi^ 

S*s*3#«:«fc^r»RSnSnItBtt^J)R<. itiiar- 

[0 0 2 6 ] S/c, gJE55*JK^S«, fjiar-^O 
fcWii»*>5*»**<JBrf ^> <fc 5 itfiS e n ^ C i $ 

,t, Bf^{b^^<h^e>ti^^fif r --*cD^^5ilR 



.1- ...... .» 



n 

sSi^c. miB^5*iJ^#|g«mff3f r -^cc^urBf^ 

Ex- * &c2t i, THf-sHbtftf* i aMWr £ «fc 5 U 
ESSWBt^Sk: o r . Bf#{ tM« <t B*> & ft * * 



[0 0 2 7 ] «rEEtt«BK:i*#{fcorE«stirt»i 

b t bx> 6 h r m-sw b $ n /c me r - * * a s& 
[ o o 2 8 ] ±M<om^it«amt<omitit ox 

WE* 5 - * o««ffjo«S«:8m $ nr fc'Ji < , 

tf , **9!©Bf ^fbiffia^B* * X h $SB L7V>$t 

[ 0 0 2 9 3 ^c*»^rAi Itffix^i, f 

h^Scfc^^lL/cr-^^Bg^bbTEtg^g^ 

EttOfcfftKl, R^-^ffifcTSBS^fbffifflKBi* 
^U/cBf^bMS^^^Atcfe^r, ±E#*Httfi 
tt. ^-^iiEBt^bftiffi^ECcSHt-rSBRCc. Igif 



(7) l#gf§2 0 0 2 - 3 6 6 4 3 7 
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«WJ3*VC^*©T, Bg#{b«iffl«BOBS*iJBr*a 
tt, ±E#* h«BfflBrflajSti3fcBi^b«:HirsSfefl= 

r. SflLfc^-^co^rBf^fb^d^iigAetis^ 

[HI] **K^tt<D»«CC«4BS^b«ia^B*8 

* ^ u > * a <on mmmm 0 

[12] ^KOlllfeCiWBJSCCfiKSBf-^fbaiSKB*^ 

fflT s y > * a #tT ^ -ao^s^w^^T ^ d - ^ 

+ - ho 

[03] i 2 ©7vf 7 7'S 2 0 ^>(D-I0 
^I^1*7a-f h„ 

[04] S2<D^vzfS 5 0©1f:/;U- S<Z) 
««ffl*7n*r7C3-^^- h. 
20 [05] 020^7-7 y'S 5 OCDIf^-^XDgiJWICD 

[06] ^*U>^A^f ; 5m7C«] ; a*^^P-^^- 

K 

[0 7] hMBW 5*frfflJD©»I*St7P 
— ^ t- ho 

a <BS#<b«!ffl»Basffl> 

b *x b^m 

1 0 N I C 

30 2 0- I CU 

3 0 HDD (^8f£14) 

4 0 RAM (JB814) 

50 HtfEff 

60 PCU 

7 0 Bft^ffiaS 
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